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(54) Apparatus for superimposing a digital watermark in a video signal and apparatus for 
detecting the same 
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(57) In a digital-watermark superposing apparatus 
and a digital- watermark detecting apparatus, a plurality 
of DCT coefficients for respective frequency compo- 
nents are generated by subjecting video data to a two- 
dimensional DCT transform for each pixel block consist- 
ing of a predetermined number of pixels, and the value 
of at least one of the DCT coefficients is quantized in 
accordance with a quantization rule corresponding to 
the information so as to obtain a quantized DCT coeffi- 
cient. A two-dimensional inverse DCT transform is per- 
formed with respect to the DCT coefficients in which the 
at least one DCT coefficient thereof is replaced with the 
quantized DCT coefficient, so as to obtain digital-water- 
mark superposed video data in which the digital water- 
mark corresponding to the information has been super- 
posed on the video data. At this juncture, the digital-wa- 
termark superposed video data is selected and output- 
ted concerning a section in which a video pattern due to 
the video data is not flatter than a predetermined video 
pattern, while, instead of the digital-watermark super- 
posed video data, the video data is selected and output- 
ted as it is concerning a section in which the video pat- 
tern due to the video data is flatter than the predeter- 
mined video pattern. 



A000002784 



FIG. 1 

INPUT VIDEO DATA 

, 1 1 

12 H BLOCKING | 



DCTj 
DCi-m 



RANDOM NUMBER 
GENERATOR 



QUANTIZATION 
PARAMETER 



DCT-COEFFICIEWr 
SELECTION 



3RD 
QUANTIZER 



DCT-COEFRCIEWT 
SUMMING ctR&irr 



comSrator 



DEGREE-OP- 
' FLATNESS 
PARAMETER Ph 



21 



2ND 
QUANTIZER 



1ST 
QUANTIZER 



23 HtST SELECTOR] *- INFORMATION BIT 



-0-- 



IMAGE 
QUALITY 
PARAMETER 
1 , 



ABSOLUTE VALUE] 
FORMING CIRCUIT 



tST I 

comparator! 



24 ~* \ 2ND SELECTOR 



ZFseTT 

26 



DCT-C0EFFK3ENT 
REPLACING CIRCUIT 



27 H INVERSE DCT CIRCUIT 



,-j fir — 

H 3RD SELECTOR h- 14 

| VIDEO DATA SYNTHESIZER j - 29 
OUTPUT VIDEO DATA 



Printed by Jouve. 7500 1 PARIS (FR) 



BNSDOCID:<EP 0903942A2 I > 



BNS Daoe 1 



EP 0 903 942 A2 



Description 

[0001] The present invention relates to a digital-watermark superposing apparatus for superposing on video data a 
digital watermark which bears information different from the video data and a digital-watermark detecting apparatus 
s for detecting such a digital watermark from video data on which the digital watermark has been superposed. 

[0002] Currently, as optical recording media on which information data can be written, DVD-R and DVD-RAM are 
being put to practical use, but in putting the DVD-R and the DVD-RAM to practical use, it is necessary to devise 
measures for preventing illegal copying of video software and the like. 

[0003] Accordingly, attention is being focused on a technology in which information expressing copywrite information 
10 or a copy guard is expressed by a noise-like image pattern called a digital watermark (hereafter referred to as the 
watermark) which is visually inconspicuous, and video data with this watermark superposed is transmitted or recorded 
on a recording medium. 

[0004] However, since the watermark is merely noise with respect to the video data, if an image is displayed by using 
the video data in which such a watermark is embedded, deterioration in the image quality occurs. 

is [0005] Accordingly, an object of the present invention is to provide a digital-watermark superposing apparatus and 
a digital-watermark detecting apparatus which make it possible to superpose a digital watermark bearing desired in- 
formation on video data while suppressing deterioration in image quality when an image is being displayed. 
[0006] In accordance with a first aspect of the present invention, there is provided a digital-watermark superposing 
apparatus for superposing on video data a digital watermark which bears information different from the video data, 

20 comprising: a DCT circuit for generating a plurality of DCT coefficients for respective frequency components by sub- 
jecting the video data to a two-dimensional DCT transform for each pixel block consisting of a predetermined number 
of pixels; a quantizer for quantizing a value of at least one of the DCT coefficients in accordance with a quantization 
rule corresponding to the information so as to obtain a quantized DCT coefficient; an inverse DCT circuit for performing 
a two-dimensional inverse DCT transform with respect to the DCT coefficients in which the at least one DCT coefficient 

25 thereof is replaced with the quantized DCT coefficient, so as to obtain digital-watermark superposed video data in 
which the digital watermark corresponding to the information has been superposed on the video data; and a selector 
for selecting and outputting the digital- watermark superposed video data concerning a section in which a video pattern 
due to the video data is not flatter than a predetermined video pattern, and for selecting and outputting the video data 
instead of the digital- watermark superposed video data concerning a section in which the video pattern due to the 

30 video data is flatter than the predetermined video pattern. 

[0007] In accordance with a second aspect of the present invention, there is provided a digital-watermark detecting 
apparatus for detecting a digital watermark from video data on which the digital watermark bearing information has 
been superposed, comprising: a DCT circuit for generating a plurality of DCT coefficients for respective frequency 
components by subjecting the video data to a two-dimensional DCT transform for each pixel block consisting of a 

35 predetermined number of pixels; means for determining as a quantization error an absolute value of a difference be- 
tween a value of at least one of the DCT coefficients and a value of a quantized DCT coefficient quantized in accordance 
with a quantization rule corresponding to the information; statistical processing means for statistically processing the 
number of times when a value of the quantization error has become a value in a neighborhood of 0; and digital^water- 
mark determining means for determining as a result of the statistical processing whether or not the digital watermark 

40 bearing the information has been superposed on the video dada. 

[0008] In accordance with a third aspect of the present invention, there is provided a digital-watermark detecting 
apparatus for detecting a digital watermark from video data on which a digital watermark bearing first information and 
a digital watermark bearing second information have been superposed, comprising: a DCT circuit for generating a 
plurality of DCT coefficients for respective frequency components by subjecting the video data to a two-dimensional 

45 DCT transform for each pixel block consisting of a predetermined number of pixels; means for determining as a quan- 
tization error an absolute value of a difference between a value of at least one of the DCT coefficients and a value of 
a quantized DCT coefficient quantized in accordance with a quantization rule corresponding to the first information; 
statistical processing means for statistically processing the number of times when the quantization error has become 
less than a lower limit value of a predetermined dead band region and the number of times when the quantization error 

so has become greater than an upper limit value of the predetermined dead band region; and digital-watermark deter- 
mining means for determining as a result of the statistical processing whether or not the digital watermark has been 
superposed on the video data and whether the digital watermark bears the first information or the second information. 
[0009] In the accompanying drawings: 

55 Fig. 1 is a diagram illustrating the configuration of a watermark superposing apparatus in accordance with the 

present invention; 

Figs. 2A to 2C are diagrams illustrating quantization rules for a first quantizer, a second quantizer and a third 
quantizer, respectively; 
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Fig. 3 is a diagram illustrating the configuration of a watermark detecting apparatus in accordance with the present 
invention; and 

Fig. 4 is a diagram illustrating the relationship of correspondence between the absolute value of quantization noise 
and its dead band region on the one hand, and 1 -count-up signals U1 and U2, on the other. 

5 

[0010] Now, a description will be given in more detail of preferred embodiments of the invention with reference to 
the accompanying drawings. 

[0011] Fig. 1 is diagram illustrating the configuration of a watermark superposing apparatus for superposing a wa- 
termark, which bears information on prevention of copying and the like, on original video data to be recorded on a 
10 recording medium. 

[0012] In Fig. 1 , a blocking circuit 1 2 divides input video data inputted as the aforementioned original video data into 
pixel data blocks each consisting of 8 x 8 pixel data, and supplies the same to a discrete cosine transform (DCT) circuit 
13 and a third selector 14. The DCT circuit 13 performs two-dimensional DCT operations with respect to such pixel 
data blocks each consisting of 8 x 8 pixel data, thereby transforms the same into DCT coefficients DC 1 to DC 64 cor- 

15 responding to 64-system frequency components, respectively, and supplies these DCT coefficients DC 1 to DC 64 to a 
DCT-coefficient selecting circuit 15, a DCT-coefficient summing circuit 16, and a DCT-coefficient replacing circuit 18, 
respectively. A random number generator 17 generates random numbers r within n 1 u to B 64 u for each such pixel data 
block of 8 x 8 pixel data, and supplies the random numbers r to the DCT-coefficient selecting circuit 15 and the DCT- 
coefficient replacing circuit 18 which will be described later. 

20 [0013] The DCT-coefficient selecting circuit 15 selects among the aforementioned DCT coefficients D^ to DC^ at 
least one DCT coefficient DCr of the degree indicated by the aforementioned random number r, and supplies the 
selected coefficient DCr to a first quantizer 19, a second quantizer 20, a third quantizer 21, and a subtracter 22, re- 
spectively. 

[0014] The first quantizer 19 supplies to a first selector 23 a first quantized DCT coefficient DR-, which is obtained 
25 by quantizing the aforementioned DCT coefficient DCr in accordance with a quantization rule such as the one shown 

in Fig. 2A. That is, the first quantizer 19 replaces the value of the DCT coefficient DCr which is greater than or equal 

to {k-n} and less than {(k + 1 )-n} with the first quantized DCT coefficient DRj having a value of {(k + 1/2)*n). 

[0015] The second quantizer 20 supplies to the first selector 23 a second quantized DCT coefficient DR 2 which is 

obtained by quantizing the aforementioned DCT coefficient DCr in accordance with a quantization rule such as the 
30 one shown in Fig. 2B. That is, the second quantizer 20 replaces the value of the DCT coefficient DCr which is greater 

than or equal to {(k + 1/2)- n} and less than {(k + 3/2) - n} with the second quantized DCT coefficient DR 2 having a 

value of {(k + 1)-n}. 

[001 6] The third quantizer 21 supplies to a second selector 24 a third quantized DCT coefficient DR 3 which is obtained 
by quantizing the aforementioned DCT coefficient DCr in accordance with a quantization rule such as the one shown 
35 in Fig. 2C. That is, the third quantizer 21 replaces the value of the DCT coefficient DCr which is greater than or equal 
to {(1/2)-k-n} and less than {(1/2)(k + 1)*n} with the third quantized DCT coefficient DR 3 having a value of {(1/2)(k + 
1/2)-n}. 

[0017] It should be noted that, in the first to third quantizers, the aforementioned n denotes a quantization parameter, 
and k denotes an integer. 

40 [0018] The first selector 23 selects from the first quantized DCT coefficient DR 1 and the second quantized DCT 
coefficient DR 2 one which corresponds to an information bit supplied from an unitlustrated controller, so as to designate 
either one of two kinds of watermarks WM1 and WM2 which bear information. The first selector 23 supplies this coef- 
ficient as a selected quantized DCT coefficient DS to the subtractor 22 and the second selector 24, respectively. For 
instance, if the logic level of such an information bit is "0," the first selector 23 selects the second quantized DCT 

45 coefficient DR 2 supplied from the second quantizer 20, and supplies this coefficient as the aforementioned selected 
quantized DCT coefficient DS to the subtractor 22 and the second selector 24, respectively. On the other hand, if the 
logic level of the information bit is "I," the first selector 23 selects the first quantized DCT coefficient DR 1 supplied from 
the first quantizer 1 9, and supplies this coefficient as the aforementioned selected quantized DCT coefficient DS to the 
subtractor 22 and the second selector 24, respectively. 

50 [001 9] The subtractor 22 determines the difference between such a selected quantized DCT coefficient DS and the 
DCT coefficient DCr, and supplies it as a quantization noise value to an absolute-value forming circuit 25. The absolute- 
value forming circuit 25 supplies the absolute value of such a quantization noise value to a first comparator 26. If the 
absolute value of the quantization noise value is higher than an image quality parameter expressing a predetermined 
image quality, the first comparator 26 supplies a first selected signal SE1 having the logic level "1" to the second 

ss selector 24, and if it is lower than the image quality parameter, the first comparator 26 supplies the first selected signal 
SE1 having the logic level "0" to the second selector 24. 

[0020] The second selector 24 selects from the selected quantized DCT coefficient DS and the third quantized DCT 
coefficient DR 3 one-which corresponds to the logic level of the first selected signal SE1 , and supplies this coefficient 
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to the DCT-coefficient replacing circuit 18. For instance, if the logic level of the first selected signal SE1 is "0,° the 
second selector 24 selects the selected quantized DCT coefficient DS supplied from the first selector 23, and supplies 
it to the DCT-coefficient replacing circuit 1B. On the other hand, if the logic level of the first selected signal SE1 is "1 
the second selector 24 selects the third quantized DCT coefficient DR 3 supplied from the third quantizer 21 , and supplies 

5 it to the DCT-coefficient replacing circuit 1 8. 

[0021] The DCT-coefficient replacing circuit 18 supplies to an inverse DCT circuit 27 64 DCT coefficients in which, 
of the 64 DCT coefficients DC, to DC^ supplied by the DCT circuit 13, the DCT coefficient of the degree indicated by 
the aforementioned random number r is replaced with the DCT coefficient (the selected quantized DCT coefficient DS 
or the third quantized DCT coefficient DR 3 ) supplied from the second selector 24. 

10 [0022] The inverse DCT circuit 27 determines videodata blocked for each pixel data block of 8x8 pixels by performing 
a 8 x 8 two-dimensional inverse DCT operation with respect to the 64 DCT coefficients supplied from the DCT-coefficient 
replacing circuit 18, and supplies the video data to the third selector 14. At this time, such video data determined by 
the inverse DCT circuit 27 is the digital-watermark superposed videodata in which the watermark has been superposed. 
[0023] The DCT-coefficient summing circuit 1 6 determines the sum of the DCT coefficients by adding the respective 

is DCT coefficients D^ to DC^ supplied by the DCT circuit 13, and supplies it to a second comparator 28. If the sum 
of the DCT coefficients is greater than a degree-of-flatness parameter P H which represents a predetermined degree 
of flatness of an image, the second comparator 28 supplies a selected signal SE2 of the logic level "1" to the third 
selector 14, and if it is less than the degree-of-flatness parameter P H , the second comparator 28 supplies the selected 
signal SE2 of the logic level "0 B to the third selector 1 4. 

20 [0024] Between the input video data blocked into the pixel data blocks each consisting of 8 x 8 pixels by the blocking 
circuit 1 2 and the watermark-superposed video data obtained by the inverse DCT circuit 27, the third selector 1 4 selects 
one corresponding to the logic level of the second selected signal, and supplies it to a video data synthesizer 29. For 
example, if the logic level of the second selected signal SE2 is n 0," the third selector 14 selects the watermark-nonsu- 
perposed video data supplied from the blocking circuit 12, and supplies it to the video data synthesizer 29. On the 

25 other hand, if the logic level of the second selected signal SE2 is "1," the third selector 14 selects the watermark- 
superposed video data supplied from the inverse DCT circuit 27. and supplies it to the video data synthesizer 29. 
[0025] The video data synthesizer 29 rearranges the video data supplied from the third selector 14, i.e., the video 
data blocked into the pixel data blocks each consisting of 8 x 8 pixels, at positions corresponding to display lines of 
the screen so as to be restored into a normal video data format before the video data is outputted. This output video 

30 data is recorded on a recording medium after being subjected to predetermined data compression encoding and de- 
modulation, for instance. 

[0026] Hereafter, a description will be given of the operation of the above-described watermark superposing appa- 
ratus shown in Fig. 1 . 

[0027] First, the DCT circuit 13 transforms the video data into the 64 DCT coefficients DC-, to DC^ corresponding 
35 to the frequency components in units of pixel data blocks each consisting of 8 x 8 pixels. The DCT-coefficient selecting 
circuit 1 5 randomly selects at least one of these 64-system DCT coefficients. By quantizing the selected DCT coefficient 
in accordance with different quantization rules such as those shown in Figs. 2A and 2B, the first quantizer 1 9 and the 
second quantizer 20 replaces such a DCT coefficient with another value. 

[0028] Namely, the first quantized DCT coefficient DR-, quantized by the first quantizer 1 9 is replaced with one of the 
40 following values, as shown in Fig. 2 A. 

{0.5n, l.5n, 2.5n, 3.5n, .... (k- 1/2)n) (1) 

45 where k is an integer, and n is a quantization parameter. 

[0029] Meanwhile, the second quantized DCT coefficient DR 2 quantized by the second quantizer 20 is replaced with 
one of the following values, as shown in Fig. 2B. 

fin, 2n, 3n, 4n, .... kn) (2) 
so 1 

where k is an integer, and n is a quantization parameter. 

[0030] At this time, due to the difference in the quantization as described above, it is possible to obtain two kinds of 
watermarks WM1 and WM2 which bear information. The first selector 23 selects from these two kinds of watermarks 
55 WM1 and WM2 either the first quantized DCT coefficient DR., or the second quantized DCT coefficient DR2 so as to 
obtain the watermark corresponding to the information bit. Such a quantized DCT coefficient selected by the first se- 
lector 23 is replaced with a corresponding DCT coefficient among the 64 DCT coefficients DC-, to DC^ by the DCT- 
coefficient replacing circuit 18. 
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[0031] Thus, at least one of the 64 DCT coefficients DC, to DC^ is replaced with another value by being quantized 
in accordance with the quantization rule such as the one shown in Fig. 2 A or 2B. Next, by subjecting the DCT coefficients 
in which, of the 64 DCT coefficients DC-, to DC^ supplied by the DCT circuit 1 3, at least one DCT coefficient is replaced 
with another value to a two-dimensional inverse DCT operation by the inverse DCT circuit 27, video data is obtained 

s in which components of noise (of a measure which is visually inconspicuous) are superposed on the original video 
data. These noise components constitute the watermark as described above. At this time, the noise component su- 
perposed on the video data by using the first quantized DCT coefficient DR-, is the watermark WM1, and the noise 
component superposed on the video data by using the second quantized DCT coefficient DR 2 is the watermark WM2. 
[0032] Such video data on which the watermark WM1 or WM2 has been superposed is outputted through the third 

io selector 1 4 and the video data synthesizing circuit 29. 

[0033] However, in a case where it is determined through the subtractor 22, the absolute-value forming circuit 25, 
and the first comparator 26 in Fig. 1 that there is a possibility that the image data with the watermark WM1 or WM2 
superposed declines in its image quality to a level below a predetermined image quality parameter, the following 
processing is effected. 

*5 [0034] That is, at this time, the second selector 24 supplies instead of the aforementioned selected quantized DCT 
coefficient DS the third quantized DCT coefficient DR 3 quantized by the third quantizer 21 to the DCT-coefficient re- 
placing circuit 18. Here, as shown in Fig. 2C, in accordance with the quantization rule for the third quantizer 21, the 
third quantized DCT coefficient DR 3 is replaced with one of the following: 

20 

{0.25n, 0.75n, 1.25n, 1.75n, .... (1/2k - 1/4)n} (3) 
where k is an integer, and n is a quantization parameter. 

[0035] In other words, the third quantized DCT coefficient DR 3 assumes an intermediate value between the first 
25 quantized DCT coefficient DR n and the second quantized DCT coefficient DR 2 . At this time, the noise component which 
is obtained when such a third quantized DCT coefficient DR 3 is used does not take on a meaning as information as 
with the watermarks WM1 and WM2, but it can be said that the video data on which this noise component has been 
superposed is capable of maintaining a predetermined image quality. 

[0036] That is, the arrangement provided is such that in a case where it is determined that if the watermark super- 
30 position is effected by using the first quantized DCT coefficient DR t or the second quantized DCT coefficient DRg, its 
image quality deteriorates to a level below a predetermined image quality, the third quantized DCT coefficient DR 3 
which is capable of maintaining a predetermined image quality is used instead of the first quantized DCT coefficient 
DR n or the second quantized DCT coefficient DR 2 - 

[0037] It should be noted that such a third quantized DCT coefficient DR 3 belongs to a dead band region which is 
35 not subject to detection during watermark detection which will be described later. 

[0038] Thus, since the watermark-superposed video data is blocked into each 8x8 pixels as described above, this 
video data is supplied to the video data synthesizer 29 via the third selector 14, which in turn cancels and the blocking 
and outputs the same. 

[0039] However, at this time, if it is determined by the configuration including the DCT-coefficient summing circuit 1 6 
40 and the second comparator 28 that the video pattern of the inputted video data is relatively flat, the third selector 14 
outputs the inputted video data as it is instead of the watermark-superposed video data obtained by the two-dimensional 
inverse DCT operation. 

[0040] Namely, if the watermark is superposed in a flat video pattern, the watermark constituting noise as described 
above becomes visually conspicuous, so that the watermark is not superposed on a portion which corresponds to a 
45 flat video pattern in the video data. 

[0041] According to such a watermark superposing method, it becomes possible to minimize the deterioration in the 
image quality when the image is displayed. 

[0042] Next, a description will be given of a watermark detecting apparatus for detecting a watermark from video 
data on which the watermark has been superposed by the apparatus shown in Fig. 1. 

50 [0043] Fig. 3 is a diagram illustrating the configuration of such a watermark detecting apparatus. 

[0044] In Fig. 3, a blocking circuit 51 divides the input video data generated by the watermark superposing apparatus 
shown in Fig. 1 into pixel data blocks each having 8x8 pixel data, and supplies the same to a discrete cosine transform 
(DCT) circuit 52. The DCT circuit 52 determines DCT coefficients DO, to DC 64 respectively corresponding to the fre- 
quency components by performing two-dimensional DCT operations with respect to the pixel data blocks each having 

55 8x8 pixel data, and supplies the same to a DCT-coefficient selecting circuit 53. A random number generator 54 
generates random numbers r within "1" to "64" lor each such pixel data block of 8 x 8 pixel data, and supplies the 
random numbers r to the DCT-coefficient selecting circuit 53. It should be noted that the random number generator 54 
generates the random numbers r by the same random number generating algorithm as that for the random number 
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generator 17 in the watermark superposing apparatus shown in Fig. 1. 

[00451 Tne DCT-coefficient selecting circuit 53 selects among the aforementioned DCT coefficients DC n to DC^ at 
least one coefficient DCr of the degree indicated by the aforementioned random number r, and supplies the selected 
coefficient DCr to a quantizer 55 and a subtracter 56, respectively. The quantizer 55 quantizes the DCT coefficient DCr 
5 in accordance with a quantization rule such as the one shown in Fig. 2A, and supplies to the subtracter 56 a quantized 
DCT coefficient DR which is obtained at that time. That is, the quantizer 55 quantizes the value of the DCT coefficient 
DCr which is greater than or equal to [\dx\] and less than {(k + 1)Zn} into the quantized DCT coefficient DR having a 
value of (k + 1/2)Xn, and supplies it to the subtractor 56. It should be noted that n denotes a quantization parameter, 
and k denotes an integer. 

io [0046] The subtractor 56 determines a quantization noise value on the basis of the difference between such a quan- 
tized DCT coefficient DR and the DCT coefficient DCr, and supplies the same to an absolute-value forming circuit 57. 
The absolute-value forming circuit 57 supplies the absolute value of such a quantization noise value to a third compa- 
rator 58. 

[0047] If the absolute value of such a quantization noise value is less than a lower limit value of a region shown by 
is a dead bandwidth parameter h, the third comparator 58 tentatively determines that the watermark superposed on the 
video data is the aforementioned watermark WM1, and supplies a 1 -count-up signal U1 to a first counter 59 at that 
time. Meanwhile, if the absolute value of such a quantization noise value is greater than an upper limit value of the 
region shown by the dead bandwidth parameter h, the third comparator 58 tentatively determines that the watermark 
superposed on the video data is the aforementioned watermark WM2, and supplies a 1 -count-up signal U2 to a second 
20 counter 60 at that time. 

[0048] Fig. 4 is a diagram illustrating an example of the relationship of correspondence between the absolute value 
of such quantization noise and its dead band region on the one hand, and the 1 -count-up signals U1 and U2 on the other. 
[0049] As shown in Fig. 4, the upper limit value and the lower limit value of the dead band region are expressed by 

25 Upper limit value = {(n/4) + (h/2)} 

Lower limit value = {(n/4) - (h/2)} (4) 

so where n is a quantization parameter, and h is a dead bandwidth parameter. 

[0050] Each time the 1 -count-up signal U1 is supplied to the first counter 59, the first counter 59 increments its count 
value by 1 , and supplies such a count value to an adder 61 and a ratio calculating circuit 62, respective ty, as a count 
value C1 . In addition, when a reset signal RS ts supplied to the first counter 59 from a fourth comparator 63 which will 
be described later, the first counter 59 resets the count value C1 to "0°. 

35 [0051] Each time the 1 -count-up signal U2 is supplied to the second counter 60, the second counter 60 increments 
its count value by 1 , and supplies such a count value to the adder 61 as a count value C2. In addition, when the reset 
signal RS is supplied to the second counter 60 from the fourth comparator 63 which will be described later, the second 
counter 60 resets the count value C2 to "0\ 

[0052] The adder 61 supplies the result of addition of the count values C1 and C2, i.e., (C1 + C2), to the fourth 
40 comparator 63 and the ratio calculating circuit 62, respectively. 

[0053] When the result of addition (C 1 + C2) has become equal to a predetermined determination number parameter 
f, the fourth comparator 63 generates the aforementioned reset signal RS, and supplies it to the first counter 59, the 
second counter 60, and the ratio calculating circuit 62, respectively. 

[0054] The ratio calculating circuit 62 determines the ratio H between the count value C1 and the result of addition 
45 (C1 + C2) of the count values C1 and C2 in response to the reset signal RS as shown below, and supplies it to a WM 
(watermark) determination circuit 64. 

Ratio H = C1/(C1 + C2) (5) 

so 

[0055] If the aforementioned ratio H is a value greater than or equal to a predetermined determination ratio parameter 
x, the WM determination circuit 64 outputs a WM detection flag at the logical level of "1" which indicates that the 
watermark is superposed on the video data. Further, at that time the WM determination circuit 64 outputs an information 
bit at the logical level of "0 U which indicates that the watermark superposed on the video data is the watermark WM1. 
55 Meanwhile, if the aforementioned ratio H is a value less than or equal to (1 - the determination ratio parameter x), the 
WM determination circuit 64 outputs a WM detection flag at the logical level of "1" indicating that the watermark is 
superposed on the video data, and also outputs the information bit at the logical level of "1" which indicates that the 
watermark superposed on the video data is the watermark WM2. For example, in cases where these watermarks are 



BNSDOCID:<EP 0903942A2 I > 



BNS Daae 6 



EP 0 903 942 A2 



used lor copying prevention, definitions are so given that the watermark WM1 indicates "COPYING PROHIBITED," 
and the watermark WM2 indicates "MAY BE COPIED FREELY/ 

[0056] If the aforementioned ratio H does not fall under either condition described above, the WM determination 
circuit 64 outputs a WM detection flag at the logical level of "0" which indicates that the watermark is not superposed 
5 on the video data. 

[0057] Hereafter, a description will be given of the operation of the watermark detecting apparatus shown in Fig. 3. 
[0058] First, through the configuration comprising the blocking circuit 51, the DCT circuit 52, the DCT-coefficient 
selecting circuit 53, and the random number generator 54, the DCT operation is performed with respect to the input 
video data blocked for each 8x8 pixels, and at least one DCT coefficient DCr is randomly selected from the 64 DCT 
10 coefficients DC-, to DC^ obtained at that juncture. It should be noted that the random number generating algorithm 
generated by the random number generator 54 is the same as that for the random number generator 17 in the watermark 
superposing apparatus shown in Fig. 1 . Accordingly, the DCT coefficient DCr selected by the DCT-coefficient selecting 
circuit 53 is the quantized DCT coefficient quantized by one of the first to third quantizers 19 to 20 in the watermark 
superposing apparatus- 
is [0059] Next, the configuration comprising the quantizer 55, the subtractor 56, and the absolute^value forming circuit 
57 quantizes such a DCT coefficient DCr in accordance with the quantization rule such as the one shown in Fig. 2A, 
and determines the absolute value of a quantization error occurring due to that quantization. At that juncture, if the 
aforementioned DCT coefficient DCr is the quantized DCT coefficient quantized by the first quantizer 19, i.e., one 
quantized in accordance with the quantization rule such as the one shown in Fig. 2 A, the absolute value of the quan- 
go tization error determined by such a quantized DCT coefficient becomes a value in the neighborhood of "0." Further, if 
the aforementioned DCT coefficient DCr is the quantized DCT coefficient quantized by the second quantizer 20, i.e., 
one quantized in accordance with the quantization rule such as the one shown in Fig. 2B, the aforementioned absolute 
value of the quantization error becomes a value in the neighborhood of "n/2." Furthermore, if the aforementioned DCT 
coefficient DCr is the quantized DCT coefficient quantized by the third quantizer 21, i.e., one quantized in accordance 
25 with the quantization rule such as the one shown in Fig. 2C, the aforementioned absolute value of the quantization 
error becomes a value in the neighborhood of "n/4." 

[0060] By making a comparison as to whether such an absolute value of the quantization error is a value close to 
"0" or "n/2" as described above, the third comparator 58 tentatively determines the type of watermark superposed on 
the video data, i.e., whether the watermark is the watermark WM1 or WM2. To effect such a comparison, the third 

30 comparator 58 uses the upper limit value and the lower limit value of the dead band region, such as the one shown in 
Fig. 4, as thresholds of its criteria. This is because if the absolute value of the quantization error is a value in the 
neighborhood of "n/4," i.e., an intermediate value between "0" and "n/2," i.e., a value remote from both "0* and "n/2," 
it is considered that the reliability of the data is low to determine that absolute value of the quantization error as being 
classified as either "0" or "n/2." Namely, in effecting the tentative determination of the type of watermark on the basis 

35 of the absolute value of the quantization error, if the absolute value of the quantization error falls within the dead band 
region, such an absolute value of the quantization error is not made subject to determination. Accordingly, also in the 
case where the aforementioned DCT coefficient DCr is the one quantized by the third quantizer 21 in Fig. 1 , the case 
is not made subject to determination. 

[0061] According to such a measure, since the determination of the watermark is made by only the highly reliable 
40 data, it is possible to improve the accuracy with which the watermark is detected. 

[0062] Thus, in accordance with the configuration described above, it is possible to tentatively determine whether 
the watermark superposed on each data block of 8 x 8 pixels in the video data is the watermark WM1 or the watermark 
WM2. 

[0063] However, in the watermark superposing apparatus shown in Fig. 1 , watermarks are not superposed on all 
45 the sections of the video data, as described above. Accordingly, the result of tentative determination of the watermark 
obtained during the section where the watermark is not superposed becomes erroneous. 

[0064] Accordingly, in the watermark superposing apparatus shown in Fig. 3, through the configuration comprising 
the first counter 59, the second counter 60, the adder 61 , the fourth comparator 63, the ratio calculating circuit 62, and 
the WM determination circuit 64, a final determination of the watermark is made by effecting statistical processing using 
so the cumulative number of the blocks which were tentatively determined to be the watermark WM1 (count value C1) 
and the cumulative number of the blocks which were tentatively determined to be the watermark WM2 (count value C2). 
[0065] Namely, first, through the calculation 

55 Ratio H = C1/(C1 + C2) (6) 

a determination is made of the ratio H of the cumulative number of the blocks which were tentatively determined to be 
the watermark WM1 (count value C1 ) to the sum (C1 + C2) of the cumulative number of the blocks which were tentatively 
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determined to be the watermark WM1 (count value C1 ) and the cumulative number of the blocks which were tentatively 
determined to be the watermark WM2 (count value C2). 

[0066] At this juncture, if such a ratio H is a value greater than or equal to a predetermined determination ratio 
parameter x, it can be determined that the watermark WM1 is superposed on the video data, and if the ratio H is a 
5 value less than or equal to (1 - determination ratio parameter x), it can be determined that the watermark WM2 is 
superposed. 

[0067] Further, if the aforementioned ratio H is a value less than the predetermined determination ratio parameter x 
and greater than (1 - determination ratio parameter x), it can be determined that the watermark WM2 is not superposed 
on the video data. 

10 [0068] Therefore, in accordance with the watermark detecting apparatus shown in Fig. 3, even if the section where 
the watermark is superposed in the video data is not known, it becomes possible to detect in such video data the 
section where the watermark is present, and clarify its type. 

[0069] It should be noted that, in the watermark superposing apparatus shown in Fig. 1 and the watermark detecting 
apparatus shown in Fig. 3, the data subject to superposition ot the watermark is the video data, but it may be audio data. 

15 

Claims 

1. A digital-watermark superposing apparatus for superposing on video data a digital watermark which bears infor- 
20 mation different from the video data, comprising: 

a DCT circuit for generating a plurality of DCT coefficients for respective frequency components by subjecting 
the video data to a two-dimensional DCT transform for each pixel block consisting of a predetermined number 
of pixels; 

25 a quantizer for quantizing a value of at least one of the DCT coefficients in accordance with a quantization 

rule corresponding to the information so as to obtain a quantized DCT coefficient; 

an inverse DCT circuit for performing a two-dimensional inverse DCT transform with respect to the DCT co- 
efficients in which the at least one DCT coefficient thereof is replaced with the quantized DCT coefficient, so 
as to obtain digital-watermark superposed video data in which the digital watermark corresponding to the 
30 information has been superposed on the video data; and 

a selector for selecting and outputting the digital-watermark superposed video data concerning a section in 
which a video pattern due to the video data is not flatter than a predetermined video pattern, and for selecting 
and outputting the video data instead of the digital-watermark superposed video data concerning a section in 
which the video pattern due to the video data is flatter than the predetermined video pattern. 

35 

2. The digital-watermark superposing apparatus according to claim 1 , wherein a quantization error due to the quan- 
tized DCT coefficient is greater than a predetermined value, said inverse DCT circuit effects the two-dimensional 
inverse DCT transform with respect to the DCT coefficients in which a value of at least one DCT coefficient thereof 
is replaced with a quantized DCT coefficient quantized in according to another quantization rule different from the 

40 quantization rule, so as to obtain the digital-watermark superposed video data 

3. A digital-watermark detecting apparatus for detecting a digital watermark from video data on which the digital 
watermark bearing information has been superposed, comprising: 

45 a DCT circuit for generating a plurality of DCT coefficients for respective frequency components by subjecting 

the video data to a two-dimensional DCT transform for each pixel block consisting of a predetermined number 
of pixels; 

means for determining as a quantization error an absolute value of a difference between a value of at least 
one of the DCT coefficients and a value of a quantized DCT coefficient quantized in accordance with a quan- 
so tization rule corresponding to the information; 

statistical processing means for statistically processing the number of times when a value of the quantization 
error has become a value in a neighborhood of 0; and 

digital-watermark determining means for determining as a result of the statistical processing whether or not 
the digital watermark bearing the information has been superposed on the video data. 

55 

4. The digital-watermark detecting apparatus according to claim 3, wherein said statistical processing means deter- 
mines as the result of the statistical processing a ratio between the number of times when the value of the quan- 
tization error has become the value in the neighborhood of 0 and a total number of the pixel blocks, and wherein 
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it the ratio is greater than a predetermined ratio, said digital-watermark determining means determines that the 
digital watermark bearing the information has been superposed on the video data. 

5. A digital-watermark detecting apparatus for detecting a digital watermark from video data on which a digital wa- 
5 termark bearing first information and a digital watermark bearing second information have been superposed, com- 
prising: 

a DCT circuit for generating a plurality of DCT coefficients for respective frequency components by subjecting 
the video data to a two-dimensional DCT transform for each pixel block consisting of a predetermined number 
10 of pixels; 

means for determining as a quantization error an absolute value of a difference between a value of at least 
one of the DCT coefficients and a value of a quantized DCT coefficient quantized in accordance with a quan- 
tization rule corresponding to the first information; 

statistical processing means for statistically processing the number of times when the quantization error has 
is become less than a lower limit value of a predetermined dead band region and the number of times when the 

quantization error has become greater than an upper limit value of the predetermined dead band region; and 
digital-watermark determining means for determining as a result of the statistical processing whether or not 
the digital watermark has been superposed on the video data and whether the digital watermark bears the 
first information or the second information. 

20 

6. The digital-watermark detecting apparatus according to claim 5, wherein said statistical processing means deter- 
mines a ratio of the number of times when the quantization error has become less than the lower limit value of the 
predetermined dead band region to a sum of the number of times when the quantization error has become (ess 
than the lower limit value of the predetermined dead band region and the number of times when the quantization 

25 error has become greater than the upper limit value of the predetermined dead band region, and said statistical 

processing means sets the ratio as the result of the statistical processing, and wherein if the ratio is greater than 
or equal to a predetermined ratio, said digital-watermark determining means determines that the digital watermark 
bearing the first information has been superposed on the video data, whereas if the ratio is less than or equal to 
a value of (1 - the predetermined ratio), said digital-watermark determining means determines that the digital 

30 watermark bearing the second information has been superposed on the video data. 

7. The digital-watermark detecting apparatus according to claim 6, wherein if the ratio is less than the predetermined 
ratio and greater than (1 - the predetermined ratio), said digital-watermark determining means determines that the 
digital watermark is not superposed on the video data. 

35 
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FIG. 1 
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FIG. 2A 
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FIG. 3 
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FIG. 4 
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